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The scope of information exposure has become sadbro
that executives are encouragedbring in industry exper
to manage their risk.

Executive Summary

The information compliance and prevention environtf@s never been more
intense. Over 500 million personal records hawenlest or stolen from businesses,
schools, government agencies, and other organizatiithin the past five years.
Executives in entities of every size are discowgthmat they are not only unprepared
to assess the full scope of risks and legal remergs, but that they are also left with
personal liabilityfor the shortfalls of their Identity Theft Prevemt Programs.

Dr. John White, the Criminal Justice Program Cauathr at Martin Methodist
College, shares his experience before el bringing in an expert to limit the
institutions information exposure. He cautionsaetives and administrators not to
shortcut their compliance and prevention efforts.

Copyright © 2011 Dr. John White. All rights resedv A Case StudyPuinshed by Dr. John White 4



Information Exposure: A Critical Need for Expertise

Have we done what is necessary?

Recently, | wrote a white paper discussing vicagidiability as it relates to
information management issues in the workplace. vitdp personally
participated in liability cases, | have followee#e issues very closely.

“When considering the approach adopted by the Faldéfrade

Commission’s (FTC) Red Flags Rule it would be pnidéor

administrators and policymakers to bear in mind tthiae level of
personal responsibility they carry is one of sesamport for them as
individual persons because of a legal concept confynknown as,
"It forced me to ask some vicarious liability. (The Information Age of Vicaris Liability)”

serious questions about my

o Writing this piece caused me to think about MaMiathodist College where |
own organization. am currently a professor and the Criminal Justicegfam Coordinator. It
forced me to ask some serious questions about myooganization.

¢+ Do we have adequate policies and procedures inepkac the
protection of personal information?

+ Have we done an exhaustive risk assessment to @xpuodiabilities?
Did we employ the right expertise to limit the vicaus (personal)
liability of our college, Board members, executivedministrators, and
faculty?

+ What measures do we currently have in place toctepeevent, and
mitigate losses or breaches of information?

+ How would we fare in an information security inante
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” Our current assessment and
training did not translate into
actions required by law to
detect, prevent, and mitigate
identity theft.”

“In order for Martin Methodis
College to create an Identity
Theft Prevention Program th
would constitute a “reasonak
effort” in a court of law, we
would have to partner with an

industry expert.”

Copyright © 2011 Dr. John White. All rights resedv

Our Efforts Left Us Exposed

Becoming concerned, | began asking questions iartieents such as
public safety, information technology, human resest and finance. What
| found surprised me. There were some policiespandedures in place.
However, while we have experts in each of thesasamgone of our staff
had expertise specific to identity theft preventaomd bringing oucomplete
information exposure into scope. Our current assest and training did
not translate into actions required by law to deteevent, and mitigate
identity theft. | was concerned that there wouddglaps in our compliance
and prevention efforts leaving myself and otherguncollege potentially
liable in the event of a breach.

“The Trier of fact might determine such sources wesefficient to
establish a reasonable basis of executive knowladdestill hold the
manager liable for what he or she “should have kndwRelying upon
non-specialist, or limited skilled personnel, te@ss complex
management issues brings future tort liabilityhe tevel of a simple
gamble. (The Information Age of Vicarious Lialifit

After discussing my findings with the executiveftaur course became
clear. In order for Martin Methodist College to ate an Identity Theft
Prevention Program that would constitute a “reabtenaffort” in a court of
law, we would have to partner with an industry expd&he experts would
have to be field-trained with practical experieassessing information
exposure at an enterprise level for higher edusatitust as important they
would have to facilitate custom solutions for aynpliance and
prevention concerns. In other words, no “cookiezliassessments and
punch lists.

“[iIn certain areas of the law recklessness is ciiesed a form of
intentional conduct for purposes of imposing lidghifor some act.”
Recklessness means that the manager, even if dagy efforts to
assess the management environment, was not dikgewnigh in their
assessments. (The Information Age of Vicarioubilitig)”

Through our due diligence process the college vigared certified public
accountants, attorneys, and information technofpgcialists. Each
demonstrated expertise in areas of informationritgcgpecific to their
profession. We also looked at “one-stop-shopt’ pinaclaim to do
everything, but do not specialize in any one atdawever, with so much
at stake, we were really looking for a speciahstttcould help us identify
and mitigate our risk for information loss or breacThis is an enterprise
risk management issue.
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Choosing the Right Expert Makes a Difference

One afternoon, | was introduced to Identity Theds& Prevention, LLC on
a FACT Act Red Flags Rule compliance webinar. @twsultant

“The consultant expressed an expressed an in-depth understanding of informdégislation and
prevention issues. He confidently exuded pracgggkrience with
incorporating all of these moving parts into a coamensive Identity Theft
information legislation and Prevention Program for higher education.

prevention issues

in-depth understanding of

“To accomplish this, managers would be well advisethake every
effort reasonably available to them to familiaribemselves with all
aspects of each issue from which a tort action tregise. This
requires not only the investment of time and resedut the expertise

“We hired Identity Theft L : . o
e hired Identity Theft Loss relevant to the issue at hand. (The Informatioe AfjVicarious
Prewention, LLC to assess our Liability)

current “program” and to

facilitate solutions to reduc We hired Identity Theft Loss Prevention, LLC toessour current
“program” and to facilitate solutions to reducebllay. The following is an
account of our experience with thiormationCompliance and Awareness
Process. Martin Methodist College has never egpedd risk management
like this.

liability.”
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“The Identity Theft Loss
Prevention consultant fod

over 150 areas of concern.”

“We learned that current
widely accepted practices for
detecting and preventing
information loss in higher
education institutions does not
address the methods used by
thieves today, which is
probably why education hi
become their number one
target over the past five
years.”
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Day One: Behavioral, Operational, and
Technological Assessment

The first day of engagement began wittoHlege-widedentity theft
assessment. Our business and administrative degratd were assessed.
The department heads were interviewed. Specifcaipnal and
technological concerns were cited. The IdentitgfThoss Prevention
consultant found over 150 areas of concern. Soare whvious issues,
while others took more digging to have them surf&te realized that
internally we did not know the full extent of whatask and or where to
look. Using an outside experts gave us the nepetisied-party
perspective to bring our liability into scope.

Unbeknownst to our highly trained and well-intengd staff, confidential
and sensitive information was easily accessed ésettithieves for hire.”
We learned that current widely accepted practioeslétecting and
preventing information loss in higher educatiortitnons does not
address the methods used by thieves today, whigtoksably why
education has become their number one target bequast five years. The
fact is, as deeply rooted in all of academic celt@ur employees, faculty,
and students were unconsciously willing to give iatdrmation that could
result in a major breach. In fact, if this had heen an assessment
exercise, our college staff and board members wioale found
themselves in dire straits and the stability of caliege would be in serious
trouble.
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Day Two: Putting the Pieces Together

“In just hours each departm
had identified their covered
accounts, patterns of red flag
activity, and appropriate

responses for each employee!”

“The tangible results of these
working sessions yielded
custom policies, procedures,
training, structure, and an
implementation strategy with
feasible practical steg”

Copyright © 2011 Dr. John White. All rights resedv

On the second day, Identity Theft Loss Preventmmsaltants collaborated
with our department heads to uncover informaticagesssues addressed
by the FACT Act Red Flags Rule. In just hours edepartment had
identified their covered accounts, patterns offtagl activity, and
appropriate responses for each employee! Furthestitere was a buzz
going around campus about the social engineeritigtggc Our relaxed
culture was quickly becoming aware of the seriogsr the information
in our care.

After the department head meeting, our IdentityfTReevention Team
came together to work with the specialists throtighinformation
Compliance and Awareness Process. We discussditidimgs of the
audits and the social engineering. As a group @eed deeper into our
information management processes to expose newnaldilities. The
tangible results of these working sessions yieldestom policies,
procedures, training, structure, and an implemantatrategy with feasible
practical steps. The steps would be reasonabhaptement as all of our
Team collaborated on these working solutions withgpecialists.

The intrinsic results were the most impressive.e Buthe combination of
social engineering, assessments, and other stapkigmtity Theft Loss
Prevention took, employees were asking questiotisesfiselves. They
realized that a breach could happen here. A chahgelture had started to
take place. Suddenly, policies and procedures eceming less of a
hassle and more a necessity. All staff seemedctgréze how important
following protocol is, in order to ensure a safeisnment for all
Confidential and Sensitive Information that we Hardhily and store for
future use.

Finally, our consultants addressed our executiaff wiith a tactfully
presented, high-level overview of the assessments;isk exposure, and
the collaborative effort currently underway to mitie these concerns. Due
to the professional presentation, our Identity TReévention Team on
campus gained much needed support for the IdeFigft Prevention
Program and serious attention to requests for reesu Sometimes a third-
party expert can say the things that need to litlsiause they are outside
of the organization’s internal politics.
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Conclusion

As information becomes more valuable to estabtightities for
commerce, the liability for higher education ingibns and the vicarious
“Your people caronly test liability for those employed there is now a keydedor risk managers. In
order to mitigate these dynamic and changing isq@iky makers are
strongly encouraged not only to collaborate witbrgeon campus, but to
third-party expert can expose  engage the expertise of identity theft professignalour people caonly
what you should have known.”  test what they know. However, a third-party exjgart expose “what you
should have known.” Based on our experience, | @istilongly suggest
Identity Theft Loss Prevention, LLC. The cost s@é between doing-it-
yourself and working with an expert could be yowna . .vicarious
liability

what they know. However, a
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