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Board members, executives, and managassum
personal liability for compliance and preventiomoets.

Executive Summary

The information compliance and prevention environtf@s never been more
intense. Over 350 million personal records havenlest or stolen from businesses,
schools, government agencies, and other organizatiithin the past five years.
Executives in entities of every size are discowgthmat they are not only unprepared
to assess the full scope of risks and legal remergs, but that they are also left with
personal liabilityfor the shortfalls of their Identity Theft Prevemt Programs.

Dr. John White, the Criminal Justice Program Cauathr at Martin Methodist
College, cautions executives about their vicarialslity when it comes to managing
information compliance and prevention issues. Harrhore, he makes a strong case
for “how” to protect the entity, as well as, thelividual executive.
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“The doctrine holds the
employer accountable for any
harmful act or negligence on
the part of an employee as it
relates to any persons with
whom the employer owes a

duty of care.”

“A sound, well researched
policy is the first step i

liability limitation . . .”

What is Vicarious Liability?

When considering the approach adopted by the Fetlerde

Commission’s (FTC) Red Flags Rule it would be pnider administrators
and policymakers to bear in mind that the levgd@fsonal responsibility
they carry is one of serious import for them asvilhal persons because of
a legal concept commonly known as, vicarious ligbilBy this doctrine
policymakers and administrators are distinct fréwm drganization in which
they function and carry their own, personal legility vicariously.

As a matter of explanation, vicarious liabilityasvidely accepted legal
doctrine that imposes tort liability, or legal resgibility, upon one person
for the actions or negligence of another, with whbat person has some
sort of special relationship. The more common $ypiethese relationships
are; parent/child, employer/employee, or owner/usEor our purposes we
focus upon the relationship of employer/employee.

Vicarious liability arose from the doctrine of resglent superior, a Latin
phrase meaning "let the master answer." The dechas its roots in
seventeenth-century English law defining the Idigility of an employer
for the actions of an employee. The doctrine htlésemployer
accountable for any harmful act or negligence enpiért of an employee as
it relates to any persons with whom the employee®® duty of care. For
the doctrine of respondent superior to apply, theleyee's negligent or
harmful act(s) must occur within the scope of tleenployment.

Vicarious liability encompasses harmful actiongnoaissions, as well as
negligence, omissions, on the part of the employ#ance it is not only
what an administrator, or their employee, did trmtld bring about liability
on their part but also what they should have dargidnot do, if that
omission of action has a direct casual link toltaem or injury caused.

Therefore the question, as it regards vicariouslitg as courts have
defined it, is not only what the administrator knlewt what the
administrator should have known to execute the grtgvel of care in
relation to the injury or harm caused. As it cansehe Red Flags Rules,
negligence could result from what a board membedoninistrator should
have known about the operations of the organizatieropposed to what
actually was known because the FTC has targetécypoid its
implementation as one of the foci of its enforcehstrategies.

A sound, well researched policy is the first stefiability limitation but it
must be pointed out that proper implementation@rdinual monitoring
are also essential. If an employee(s) abandonsrgfamization’s policy
during daily operations, even without the admiitsr's knowledge, and
begins what courts refer to as “customs or prastitteat are different than
the original written policy, then the “customs girdctices” essentially
becomes the policy of the organization and thathsre liability can be
assessed.
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“Recklessness means that the
manager, even if they made
efforts to assess the
management environment, v
not diligent enough in their
assessments.”

“Based upon this standard,
administrators would be well
advised to be very diligent in
making themselves aware of
all aspectsf their

management environment.”

Copyright © 2010 Dr. John White. All rights resedv

The “Should Have Known” Standard

In law suits there are various types and levektaidards of care. If a
defendant is found to have not satisfactorily atdithe standard of care
expected by the court in their case they standoa gbance of losing the
case and being found liable for damages.

The “should have known” standard is not an uncommeasure of liability
in tort actions at trial. This standard holds adistrators liable not only for
what they knew at the time of the event that broadpout the law suit but
what they should have known. As the U.S. Supreo@i@ommented in
Ernst & Ernst v. Hochfelder, “[ijn certain areastbé law recklessness is
considered a form of intentional conduct for pugsosf imposing liability
for some act.” Recklessness means that the maregar if they made
efforts to assess the management environment, etadligent enough in
their assessments. For instance, the “should kiasen” standard of care
is commonly found in sexual harassment liabilitst Bxtions.

Based upon this standard, administrators would éleaglvised to be very
diligent in making themselves aware of all aspettheir management
environment. The length of time in a managemesitjpm does not seem
to be a very good defense as can be seen in Brandtuoit. In this case
the federal trial court held that the Director oéMphis Police was liable
even though he had only been in office some sixth®at the time the
event occurred that brought about the tort actide.thereby had no actual
knowledge of the disciplinary record of the offiéevolved, but the court
held him to the standard of what he should havevkno
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The “Good Faith” Exception

The “Good Faith” exception, which eventually satleel Director of
Memphis Police on appeal, can only be availed ummonstration of the
reasonableness of the efforts the manager madeemging to make
themselves knowledgeable of the aspects of the geamant environment
investment of time and relevant to the issue at trial.

“ This[reasonable effort]
requires not only the

research but the expertise
To accomplish this, managers would be well advisetiake every effort

reasonably available to them to familiarize thewsglwith all aspects of
each issue from which a tort action might arisbisTequires not only the
investment of time and research but the expentisvant to the issue at
hand. Therefore, the investment of time and persbin investigating a

“ Relying upon non-specialist, management issue might all go for naught if ineiqrered or amateurish
or limited skilled personnel, to personnel were the source of the manager’s operatigrmation. The
Trier of fact might determine such sources werefiigent to establish a
reasonable basis of executive knowledge and siifl the manager liable

relevant to the issue at harid.

asses complex management

issues brings future tort for what he or she “should have known”. Relyingnmon-specialist, or
liability to the level of a simpl limited skilled personnel, to asses complex managgnssues brings
gamble” future tort liability to the level of a simple gateb To have good intentions

is an admirable trait in a manager but we all kmavich road is paved with
good intentions.
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“ Although compensatory
damages are limited to
verifiable costs, punitive
damages have no limits and
are the exclusive discretion of
the jury.”

“It should also be
acknowledged that legal costs
may accrue to the individual
against who a suit has been
brought because an
organization’s legal counsel
owes allegiance to the
corporation first and

foremos.”
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Damage and Liability

In discussing liability it is prudent to point atliat, in liability suits, there
are two distinct types of damages that can be gdugthe plaintiffs;
compensatory and punitive, and that these damaggdmsought
simultaneously in the same suit.

Compensatory damages are restitutions for any lhfakaes suffered by
the plaintiff. These can include any loss of menalary, benefits,
properties, costs associated with repairing ingymeedical costs,
medicines, therapies, rehabilitations, counselimgny other reasonable
costs associated with the initial injury includimg some instances, claims
of pain and suffering, whether mental or physidais not uncommon in
some law suits for spouses of the plaintiff to ei& the claims against
defendants for damages via claims of loss of cdisor

Punitive damages are damages that can be assgsagdr for the sole
purpose of punishing the defendant. Although camsptory damages are
limited to verifiable costs, punitive damages hagdimits and are the
exclusive discretion of the jury.

Damages assessed by a jury may be appealed tbex leigurt, at the
expense of the defendant, but that does not guserdinat there will be any
reduction in the jury’s decision. Also, it sholdd pointed out that any
person against who a jury has assessed damagsasiincannot bankrupt
on those damages. The court may employ any respimciuding seizing
and auctioning off personal properties, to satisfyassessment. Failing
that, they may place liens against any and alréugarnings of the
defendant until the total amount of the damageg leen satisfied.

It should also be acknowledged that legal costs acayue to the individual
against who a suit has been brought because anipagjian’s legal counsel
owes allegiance to the corporation first and forsimd his could result in
individuals securing legal representation on tbain and at their own
expense. This is an issue that should be expleitbdegal counsel before
any legal actions have been initiated.
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A Real Life Example

A way to make a point in this regard:

| have developed a technique of getting my paindss to students
(both academic and professional) by using this gteam$20,000 is a very
small settlement for a law suit of any type of li@pthese days. Usually
they are for tens of thousands of dollars or hutslaf thousands. Having
between losing everything you made this point, | ask my audience, so when watasitdime you heard of
have now, or ever will have, a suit being settled for only $20,000? They cdilety shake their heads.

“It could mean the difference

and living life in relative . . . . . .
g | continue, OK, now imagine this, where you woutiiyright now, if you

comfort.” had to, come up with $20,000? Go to the bank?eTak a loan? What
bank is going to loan you $20,000 to pay off a &it? So, where would
you come up with $20,000? But remember, you mast dght now
because courts don't wait. They want the settlérpait immediately, so
again | ask you, where would you scrape up $20i@0@rd cash right now
if you had to?

It usually makes an impression. Then | add whitvifas $100,000? They
are usually bewildered by this point. And thatvisen | make my point,
this is why understanding how to limit your liabjlis so very important to
you. It could mean the difference between losivergthing you have now,
or ever will have, and living life in relative coorf. Which do you want to
do?

Conclusion

In conclusion, there is no such thing in the Amanitegal system as being
“Organizational policymakers “law suit proof.” This is a fantasy entertaineddpme but which has no
truth in reality. The only persons enjoying whaknown as “total
immunity” are a very small number of people witkire judicial system,
exhaustive, diligent research such as judges, who are essential to the funcfitimecsystem. Everyone
that is translated into practice else must rely on reasonable policies and practiwscarry through with
expectations of care and diligence anticipatedheir tposition and function.
Organizational policymakers defensible liabilitgt® upon exhaustive,
diligent research that is translated into practpdicy measures that are
carried out on a habitual basis within the orgatiore daily operations.

defensible liability rests upon

policy measure. . .”
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